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Siro says…

Stay on guard:
Protect your 
ID card
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Ctrl+Alt+Delete
When you leave your seat
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Prevent a breach:
Keep data 
out of reach
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Office insecure? You could be the cure!
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Treat your password like your toothbrush: 
Don’t share it with others and change it often!
Information security is 
everyone’s responsibility
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Physical security


Follow these tips:

· Wear ID at all times
· Do not let anyone else use your pass
· Ensure that access doors to controlled areas close securely after you
· Be aware of your surroundings
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Follow these tips:

· Passwords should be a minimum of 8 characters in length
· Include uppercase and lowercase
· Include numbers and special characters
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KEEP CALM 
AND 
KEEP IT CONFIDENTIAL!
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Ensure your conversations are not overheard
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Conversations

· Ensure confidential conversations cannot be overheard
· Avoid discussing personal information about employees or patients in public open areas. All confidential conversations should take place in a secure private area.
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Telephone calls


· When taking telephone enquiries, check you are authorised to release the information the caller requests.
· Be aware of bogus callers as they may not be who they say they are. The organisation has had past issues with bogus callers.
· Ask the caller to confirm their details. Never give the caller the information to confirm.
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Emails

· Never send ad hoc or routine confidential data by email unless it is a recognised secure route such as NHS Mail. Contact IT for further advice.
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Ensure confidential waste is disposed of securely!
Information Governance
Central Midlands CSU
0121 612 3886 / 3898 / 3882 / 3884 / 3883				  www.experiencecounts.org.uk
Senior Information Risk Officer (SIRO) 	Richard Short
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