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1. [bookmark: _Toc233366429]Introduction
1.1 This Data Quality Policy is The Vale Medical Practice’s (hereafter referred to as "us", "we", or "our") policy for the ensuring accuracy of information which we store and process.
1.2 This policy defines the framework by which The Vale Medical Practice ensures that all data—clinical and non-clinical—is:
1.3 Accurate
1.4 Complete
1.5 Timely
1.6 Valid
1.7 Consistent
1.8 Secure
1.9 Fit for purpose
1.10 This supports:
1.11 Safe and effective patient care
1.12 Regulatory compliance
1.13 NHS Data Security and Protection Toolkit (DSPT) requirements (Version 8, 2025–26)

 
2. [bookmark: _Toc233366430]Purpose
2.1 The availability of accurate and timely data is vital for the safety of the people we care for and the safe and responsible running of our organisation. This policy outlines the following procedures:
2.1.1 Procedures for ensuring data accuracy; 
2.1.2 Procedures for correcting errors. 
2.1.3 This policy forms part of the Practice’s Information Governance Framework and ensures compliance with:
· UK GDPR (as retained in UK law)
· Data Protection Act 2018
· NHS DSP Toolkit (v8 requirements)
· NHS Records Management Code of Practice (2021)
3. [bookmark: _Toc233366431]Scope 
3.1 This policy includes in its scope all data which we process either in hardcopy or digital copy, this includes special categories of data; 
3.2 The policy applies to:
· All practice employees, (clinical and administrative)
· Agency and temporary staff, volunteers and contractors.

3.3 It covers all data, including: 
•	Patient health records (electronic and paper)
•	Administrative and operational records
•	Workforce and HR records
•	Financial and contract data
•	Emails, digital systems, and databases
•	Scanned documents, images, and media

Exclusions:
•	Records held solely by external independent providers (unless shared/processed under agreement)

4. [bookmark: _Toc233366432]Data Quality Principles 
The Practice adopts the following core principles:
3.1 Accuracy
Data must correctly reflect the patient, event, or transaction.
3.2 Completeness
All required data fields and relevant information must be recorded.
3.3 Timeliness
Data must be recorded as close to real-time as possible.
3.4 Consistency
Data must be recorded using standardised formats, clinical coding (e.g. SNOMED CT), and classifications.
3.5 Validity
Data must conform to required formats and business rules.
3.6 Accessibility
Data must be available to authorised users when required for care or service delivery.
3.7 Integrity and Security
Data must be protected from unauthorised access, alteration, or loss.
5. [bookmark: _Toc233366433]Data accuracy procedures 
5.1 We commit to ensuring that we comply with the Health and Social Care Act 2008 (Regulated Activities) Regulations 2014: Regulation 17 that we will “maintain securely an accurate, complete and contemporaneous record in respect of each service user, including a record of the care and treatment provided to the service user and of decisions taken in relation to the care and treatment provided”; 

5.2 We ensure accuracy in our data in both hardcopy and digital records by making sure all data has the following characteristics: 
5.2.1 Authentic – i.e. the data is what is claims to be, has been created or sent by the person who said that they created or sent it, and that this was done at the time claimed;  
5.2.2 Reliable – i.e. the data is complete, accurate, has been created close to the time of the activity it records, and has been created by individuals with direct knowledge of the event it records; 
5.2.3 Integrity – i.e. the data is complete and unaltered, it is also protected from being changed or altered by unauthorised persons, any alterations are clearly marked and the person who made them can be identified; 
5.2.4 Useable – i.e. the data can be located when it is required for use and its context is clear in a contemporaneous record.  

5.3 The principal purpose of service user records is to record and communicate information about the individual and their care. The principal purpose of staff records is to record employment details for payroll and business planning purposes. 

5.4 To fulfil these purposes, we:  
5.4.1 Use standardised structures and layouts for the contents of records; If a particular software or system is used for this then please elaborate, you could state where the record templates are kept. 
5.4.2 Ensure documentation reflects the continuum of care, that all care is person centred and that care records are viewable in chronological order; 
5.4.3 Provide a clearly written care plan when care is being delivered by several members of the team, and we ensure that records are maintained and updated, and shared with everyone involved;  
5.4.4 Train staff on the creation and use of records (see staff handbook and the Record Keeping Policy change if this information is kept elsewhere) and provide annual training on good record keeping; 
5.4.5 Have implemented a procedure that enables service users and staff to have easy access to their records where appropriate. This is outlined in the Record Keeping Policy and our Privacy Notice. 

5.5 All staff who record information - whether hardcopy or electronic - have a contractual responsibility to ensure that the data is accurate and as complete as possible. This responsibility extends to any system the staff member has access to. 
6. [bookmark: _Toc233366434]Procedures for the correction of errors 
6.1 In-line with national legislation, individuals have the right to have access to their personal data which we process and store. Citizens have the right to the rectification of said records in the instance that their records are inaccurate or incomplete.

6.2 Where at all possible, in the instance that we have appropriately shared that individual’s records with any third-party we will inform this third-party of the rectification if appropriate. 
6.3 In all cases we will respond to a request for rectification within one month. Should the request be complex this may be extended to two months, however, we will inform the individual in writing of the extension and the reasons why it is required within one month. 
6.4 To request for their records to be rectified service users or staff should contact us with the request for rectification either verbally or in writing. You should note that individuals can ask anyone in your organisation to request this, so staff should know their responsibilities to pass on requests to the Data Security and Protection Lead in a timely manner. If the rectification is due to the record being incomplete, then the individual should also provide the supplementary information to update the record. 
6.5 While we are assessing the request to rectify records, we will restrict processing of the data in question. This will be done in line with our Right to Restrict Processing Procedure as outlined in our Record Keeping Policy. 
6.6 In the instance where the rectification request is refused, the reason will be explained in full and in writing within one month of the original request having been received. 
6.7 A record of all rectification requests and outcomes will be kept by the Data Security and Protection Lead in line with timeframes outlined in the Record Management Code of Practice which provides guidance on how to keep records, including how long to keep different types of records. Note that this is only a suggestion, if your organisation has its own retention schedule which conforms to legislation and recommended practice then that is fine. You must include where you store your retention schedule.  
6.8 All individuals who have their rectification request refused will be informed of their legal rights to complain to the ICO and to seek a judicial remedy; 
6.9 All staff will be informed of this policy in the staff handbook.
6.10 All service users, or their legal representative, will be informed of this policy, as well as their other rights as regards their personal data, when they sign initial contracts with us. 
6.11 In order to process your request for rectification, you might be asked to provide identifying documents so that we can authenticate that it is appropriate for you to update your data. 


7. [bookmark: _Toc233366435]Responsibilities 
7.1 The Data Security and Protection Lead or equivalent job role has overall responsibility for Data Quality policies and procedures being reviewed annually and for staff training in data quality and for monitoring data quality throughout the organisation. They also are responsible for responding to rectification requests and recording the outcome of any request. 
7.2 This responsibility may fall to someone else dependent on your organisation structure, if it makes more sense for the responsibility to fall to someone else then please update. The Registered Manager is responsible for the quality of records and making sure that staff understand their commitments in ensuring data quality. 
7.3 Every member of staff is individually responsible for the quality of data they personally record – whether on paper or electronically. Additionally, they are responsible for reporting any mistakes they do notice to the Data Security and Protection Lead or equivalent job role. 
7.4 Staff are aware that data accuracy and security is a contractual and legislative requirement and that breach of this policy might result in disciplinary action. 
8. [bookmark: _Toc233366436]Governance and Accountability 
4.1 Data Controller
The Practice is the Data Controller under UK GDPR.
4.2 Caldicott Guardian
Responsible for overseeing patient confidentiality and information sharing.
4.3 Senior Information Risk Owner (SIRO)
Responsible for managing information risk at a strategic level.
4.4 Practice Manager
· Leads implementation of data quality standards
· Oversees monitoring and compliance
· Ensures DSPT submission readiness
4.5 All Staff Responsibilities
All staff must:
· Accurately record information in line with clinical and administrative standards
· Use approved systems and processes
· Maintain confidentiality and security
· Complete mandatory IG and data security training annually
· Report errors, risks, or incidents promptly
· 
9. [bookmark: _Toc233366437]Data Quality Standards and Processes 
To meet DSPT v8 requirements, the Practice ensures:
5.1 Data Entry Standards
•	Use of approved templates and structured recording
•	Mandatory use of SNOMED CT coding for clinical entries where applicable
•	Avoidance of free text where structured data is required
5.2 Verification Processes
•	Patient demographic verification at every contact
•	Regular data validation checks
•	Duplicate record management
5.3 Record Keeping
•	Compliance with NHS Records Management Code of Practice (2021)
•	Clear, contemporaneous, and factual record entries
•	Author, date, and time recorded for all entries
5.4 Data Quality Audits
•	Routine audits of: 
o	Clinical coding accuracy
o	Completion of key data fields
o	Record consistency
•	Findings used for continuous improvement
5.5 Data Sharing
•	Data shared only where: 
o	Lawful basis is established
o	Data Sharing Agreements (DSAs) are in place where required
•	Compliance with Caldicott Principles and Data Protection legislation



10. [bookmark: _Toc233366438]Legal and Regulatory Framework
This policy aligns with:

· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· NHS Records Management Code of Practice (2021)
· Freedom of Information Act 2000
· Access to Health Records Act 1990
· Common Law Duty of Confidentiality
· Health and Social Care Act 2012
· DSP Toolkit (Version 8, 2025–26)
11. [bookmark: _Toc233366439]Information Security and Risk Management
The Practice will:

· Apply technical and organisational measures to protect data
· Conduct regular risk assessments
· Maintain secure systems and access controls
· Follow least privilege and role-based access
Data quality is intrinsically linked to data security, ensuring:

· No unauthorised alteration
· Protection against data corruption
· Availability during care delivery
12. [bookmark: _Toc233366440]Incident Reporting and Data Errors
All staff must report:

· Data inaccuracies impacting patient care
· Missing or incomplete records
· Data breaches or near misses
Process

· Immediate reporting via Practice incident procedures
· Escalation to SIRO / Caldicott Guardian where appropriate
· Assessment against ICO reporting thresholds
· Recording in incident logs (and DSPT evidence)
Where required:

· Incidents reported to the ICO within 72 hours
· Patients informed where risk is high
13. [bookmark: _Toc233366441]Training and Awareness 
This Practice ensures:
•	Annual mandatory Data Security Awareness Training
•	Role-specific data quality training where required
•	Ongoing updates aligned to DSPT and NHS guidance
Staff competence in data handling is regularly reviewed.
14. [bookmark: _Toc233366442]Monitoring, Audit, and Continuous Improvement
This Practice will:
•	Monitor compliance via audits and KPIs
•	Review data quality issues and trends
•	Implement corrective actions
•	Use findings to inform training and process improvements
Evidence will support DSPT submissions and external assurance.
15. [bookmark: _Toc233366443]Equality, Diversity and Inclusion
This policy complies with:
•	Equality Act 2010
•	Human Rights Act 1998
The Practice ensures:
•	No discrimination in application of this policy
•	Fair and equitable access to data processes and services


16. [bookmark: _Toc233366444]Policy Review 
This policy will be reviewed:
•	Annually (aligned to DSPT cycle)
•	Earlier where: 
o	Legislation changes
o	New NHS guidance is issued
o	Significant incidents occur
17. [bookmark: _Toc233366445]Approval 
17.1 This policy has been approved by the undersigned and will be reviewed at least annually. 
17.2 
	Name 
	 

	Signature 
	 

	Approval Date 
	 

	Review Date 
	 









[bookmark: _Toc233366446]Data Quality – Staff Quick Guide
	
Why It Matters
Good data quality ensures:
•	Safe patient care
•	Accurate clinical decisions
•	Legal and GDPR compliance
•	Efficient Practice operations

	
6. Check Patient Details Every Time
Ask patients to confirm:
•	Name
•	Date of birth
•	Address


	
✅ Your Key Responsibilities
1. Record Accurately
•	Always enter correct information
•	Double-check names, DOB, NHS number
•	Record facts, not assumptions

	
7. Keep Data Secure
•	Don’t share logins
•	Lock your screen
•	Only access records you need

	
2. Complete All Required Fields
•	Don’t leave key fields blank
•	Use templates provided

	
8. Report Problems Immediately
Report if you find:
•	Incorrect patient data
•	Missing or duplicate records
•	Any data breach or near miss ➡ Tell your line manager or use incident reporting


	
3. Use Correct Coding
•	Use SNOMED CT where required
•	Avoid excessive free text


	
⚠️ Common Mistakes to Avoid
•	Selecting wrong patient record
•	Copy/paste errors
•	Out-of-date patient details
•	Overuse of free text


	
4. Record Information Promptly
•	Enter data during or immediately after contact
•	Don’t rely on memory

	
🔁 Remember
Good data = safe care + legal compliance


	
5. Keep Records Clear
•	Write concise, professional notes
•	Always include: 
o	Date
o	Time
o	Your name/role

	
📌 Need Help?
Contact:
•	Practice Manager – Hayley Allen
•	IG Lead / SIRO – Richard Short
•	Caldicott Guardian – Lindsay Mackenzie




Dr L Mackenzie                	Dr G Shabir                	Dr H Shah	Mr R Short
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