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[bookmark: _Hlk174099674][bookmark: _Toc233301627]1. Introduction
This policy sets out how Wootton Vale & Shortstown Surgery complies with the National Data Opt-out (NDOO), the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and the NHS Data Security and Protection Toolkit (DSPT) Version 8.
The Practice is committed to ensuring that confidential patient information is:

Used lawfully, fairly, and transparently
Protected appropriately
Shared only when necessary and justified
Managed in accordance with patient preferences

The National Data Opt-out allows patients to choose whether their confidential patient information is used for research and planning purposes beyond their individual care.
[bookmark: _Toc233301628]2. Scope 

This policy applies to:

All staff (clinical and non-clinical)
Contractors and temporary staff
Volunteers and trainees
Any third parties acting on behalf of the Practice

[bookmark: _Toc233301629]3. Legal and Regulatory Framework

This policy supports compliance with:

UK GDPR
Data Protection Act 2018
Common law duty of confidentiality
Health and Social Care Act 2012
NHS Act 2006
The National Data Guardian’s Data Security Standards
NHS England National Data Opt-out operational policy guidance
NHS DSPT Version 8 (including CAF Objective E – lawful use of data)

[bookmark: _Toc233301630]4. Legal Basis for Processing

The Practice processes personal data under UK GDPR as follows:

Article 6(1)(e) – Public task
Article 9(2)(h) – Provision of health or social care
Article 9(2)(i) – Public health
Article 9(2)(j) – Research and statistical purposes (where applicable)

The National Data Opt-out applies where confidential patient information is used for purposes beyond direct care under the common law duty of confidentiality.

[bookmark: _Toc233301631]5.  When the National Data Opt-out Applies

The National Data Opt-out applies unless:

The individual has provided explicit consent
The use is for direct care
There is a legal obligation to share data
There is an overriding public interest
Data has been fully anonymised
Processing is required under COPI Regulations (e.g., public health emergencies)

[bookmark: _Toc233301632]6. Types of Opt Out

6.1 Type 1 Opt-out (GP Practice Level)
Patients can request that their confidential patient information is not shared outside the Practice for research and planning.

The Practice will:

Record this using appropriate SNOMED coding
Ensure it is upheld in data extractions
Retain records for audit purposes

6.2 National Data Opt-out (NDOO)
Patients can choose not to have confidential patient information shared beyond their direct care at a national level.
Patients must register or manage this via:

Website: nhs.uk/your-nhs-data-matters
Telephone: 0300 303 5678

The Practice does not record National Data Opt-outs locally.

[bookmark: _Toc233301633]7.  Roles and Responsibilities
Caldicott Guardian

Oversees patient confidentiality
Ensures appropriate data sharing

Data Protection Officer (DPO)

Provides independent advice
Monitors UK GDPR compliance

Practice Manager

Ensures policy implementation
Oversees training and compliance

All Staff

Must follow this policy
Must complete annual IG training
Must understand opt-out processes

[bookmark: _Toc233301634]8.  Applying the National Data Opt-out

The Practice will:

Apply the National Data Opt-out where required before disclosures
Ensure compliance during:

Data sharing
Reporting
Research participation


Follow NHS England guidance
Maintain awareness of exemptions

Where data is shared externally:

Data Sharing Agreements will include NDOO obligations
Third parties must demonstrate compliance

[bookmark: _Toc233301635]9.  Patient Information and Transparency

The Practice ensures transparency through:

The Practice Privacy Notice
Patient registration materials
Surgery posters and leaflets
Website information
National “Your Data Matters” campaign materials

Patients are informed of:

How their data is used
Their data rights
How to opt out
How to raise concerns or complaints


[bookmark: _Toc233301636]10.  Staff Guidance

If a patient requests:
Type 1 Opt-out

Provide the appropriate form
Submit to Practice Manager for action
Ensure correct coding

National Data Opt-out

Direct patient to NHS service
Do not attempt to record locally

Staff must:

Ensure patient contact details are accurate
Signpost to appropriate resources


[bookmark: _Toc233301637]11.  Information Sharing
The Practice will only share data where:

There is a lawful basis
It is necessary and proportionate
It complies with:

UK GDPR
Common law duty of confidentiality
National Data Opt-out



All disclosures must:

Be recorded where appropriate
Be justifiable and auditable

[bookmark: _Toc233301638]12.  Monitoring and Audit
The Practice will:

Audit compliance with this policy
Review Type 1 opt-out recordings
Monitor data sharing decisions
Maintain evidence for DSPT submission
Address any gaps or incidents promptly


[bookmark: _Toc233301639]13.  Training
All staff must:

Complete annual Data Security Awareness training
Understand opt-out policies
Be aware of confidentiality obligations

[bookmark: _Toc233301640]14.  Breaches and Incident Management
Any breaches must be reported via:

Internal incident reporting procedures
The Data Protection Officer

Incidents will be managed in line with:

UK GDPR breach requirements
NHS DSPT obligations

[bookmark: _Toc233301641]15.  Review
This policy will be reviewed:

Annually
Following legal or regulatory changes
Following any data breach or significant incident




[bookmark: _Toc233301642]Appendix 1
Patient Request Form (Type 1 Opt-out)

Patient Health Records – Refusal to Consent (Type 1 Opt-out)

I request that my confidential patient information is not shared outside of this GP Practice for purposes other than my direct care.

I understand:

This will not affect my care
This applies only to data used for research and planning
I can change my decision at any time

The Practice will record this using appropriate SNOMED coding.

Signature: __________________________
Date: ______________________________
Full Name: __________________________
Address: ___________________________
Date of Birth: ______________________
NHS Number (if known): _____________

National Data Opt-out (Information Only)
To opt out at a national level, you must contact:

Website: nhs.uk/your-nhs-data-matters
Telephone: 0300 303 5678
Introduction
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