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1.	Introduction
This document sets out how this organisation will investigate and manage information incidents and provide staff with guidelines to identify and report information incidents including near misses and it should be read in conjunction with the Data Protection Act 2018 and UK GDPR as Chapter 4 details the requirements for breach reporting.
The procedures apply to incidents that impact on the security and confidentiality of personal information. A personal data breach means a breach of security leading to the destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This means that a breach is more than simply losing personal data.
Information incidents can be categorised by their effect on patients and their information:
	Type of breach
	Examples


	Examples
	Confidentiality Unauthorised access, data loss or theft causing an actual or potential breach of confidentiality


	Integrity
	Records have been altered without authorisation and are therefore no longer a reliable source of information


	Availability
	Records are missing, mis-filed or have been stolen, compromising or delaying patient care.



Staff at this organisation have a duty to comply with the following legislation and guidance that give the circumstances under which confidential information can be disclosed:
· The Computer Misuse Act (1990)
· Health and Safety at Work Act (1974)
· Human Rights Act (1998)
· Regulation of Investigatory Powers Act (2000)
· Freedom of Information Act (2000)
· Health and Social Care Act (2008)
· The Caldicott Principles
· Confidentiality: NHS Code of Practice
· NHS E Guide to the Notification of Data Security and Protection Incidents
· NHS E Personal data breaches and related incidents

Further reading can be sought from the organisations:
· Data Protection and Security Toolkit (DSPT) Handbook
· Data Quality Policy
· Confidentiality and Data Protection Handbook
· Business Continuity Plan
· Information Governance Training Guidance
· All staff are to undertake information governance (IG) and UK GDPR eLearning during induction and subsequent annual update training.
· Caldicott and Confidentiality
· Information Governance and Data Security
· UK General Data Protection Regulation (UK GDPR)
2	Managing Incidents
The IG Lead and Senior Information Risk Owner (SIRO), in conjunction with the Data Protection Officer (DPO), will assess and manage all IG and data protection breaches. Any actual or potential information incident in The Mortimer Medical Practice will be assigned to one of the categories listed in the Guide to the Notification of Data Security and Protection Incidents and investigated and managed accordingly.
The DPO will grade the breach and provide appropriate advice with regard to the reporting and management of the breach.
3	Reporting Incidents
3.1	INTERNAL INCIDENTS
Incidents should be reported using the appropriate form at Annex A and added to the Information Governance Incident Register on Practice Index.  This can be located under “Forms”, WOOSHMED GDPR Reporting Log.
The IG Lead, SIRO and DPO must be informed within 24 hours of the incident being identified.
3.2	CONTACT WITH AFFECTED PATIENTS
Where a personal data breach involves patient-identifiable information, a decision on whether affected individuals should be contacted will be made following a documented risk assessment by the IG Lead and/or DPO, in line with UK GDPR and NHS guidance.
Where notification to patients is required, this will be undertaken without undue delay and will be:
· coordinated or approved by the IG Lead or DPO, and
· delivered using clear, factual, and accessible language.
Staff must not contact affected patients regarding a data breach unless explicitly authorised to do so and provided with agreed wording or guidance.
Where appropriate, patients may be offered:
· an apology,
· a clear explanation of what happened,
· details of any steps taken to mitigate risk,
· and contact details for further support or queries.
An apology does not constitute an admission of liability.

3.3	EXTERNAL INCIDENTS
The Data Protection Act 2018 Section 108 requires that a notifiable breach must be reported to the ICO within 72 hours of the practice becoming aware of it. Noting that while it may not be feasible to fully investigate a breach within this time period, the practice may provide information in phases and as detailed at Section 108 (4).
Serious information incidents are to be reported to NHSE, ICB and the ICO by the IG Lead, SIRO and DPO. Incident reporting should be completed upon the DSP Toolkit and advice and guidance relating to a cyber security incident can be obtained from NHS Digital Data Security Centre on 0300 303 5222.

4	Actions for Staff to enable Breaches to be Reported
Immediate Actions
Upon discovering a potential data breach, staff must:
1. Take immediate steps to contain the breach where possible.
2. Inform their Line Manager and the Practice Data Protection Lead (SIRO) immediately.
3. Complete a Data Breach Reporting Form (or incident report) as soon as possible. Annex A
4. Not attempt to conceal the breach or resolve it without notifying management.
Information Required
The report should include:
· Date and time the breach occurred (if known).
· Date and time the breach was discovered.
· Description of the incident.
· Type of information involved.
· Number of individuals potentially affected.
· Actions already taken to contain the breach.
· Any risks identified.
Escalation and Assessment
The Operations Manager/SIRO will:
· Record all reported breaches in the Data Breach Register.
· Assess the risk to individuals' rights and freedoms.
· Investigate the incident and identify corrective actions.
· Determine whether the breach requires notification to the Information Commissioner's Office (ICO).
Reporting to the ICO
Where a breach is likely to result in a risk to the rights and freedoms of individuals, the Practice will report the breach to the ICO without undue delay and, where feasible, within 72 hours of becoming aware of it.
Where the breach is likely to result in a high risk to affected individuals, the Practice will also communicate directly with those individuals without undue delay.

Our DPO is Midlands and Lancashire CSU, they can be contacted via email: mlcsu.ig@nhs.net; phone: 01782872648; or at the following address: NHS North Staffordshire Heath Authority, Midlands & Lancashire CSU, Heron House,120 Grove Road, Stoke On Trent, ST4 4LX. 
1. 	The key responsibilities of the DPO are: 
2. 	Overseeing changes to systems and processes; 
3. Monitoring compliance with the GDPR and the Data Protection Act 2018;
4. Completing DPIA; 
5. Reporting on data protection and compliance with legislation to senior management; 
6. Liaising, if required, with the Information Commissioner’s Office (ICO).

Learning and Improvement
Following investigation, the Practice will:
· Identify root causes.
· Implement corrective and preventative measures.
· Review policies, procedures, and staff training requirements.
· Monitor compliance and document lessons learned.



5	Managing Incidents
As with any incidents that may have an adverse effect on the organisation, the following consideration is to raise this breach as a significant event, conduct ongoing audits and undertake additional training to ensure that lessons have been learnt.
Furthermore, for data registered incidents, these are to be re-evaluated after a six month period to assess the effectiveness of the implemented actions in ensuring that either the type of incident is no longer being reported or the volume of those types of incidents has reduced. If there is no change in the volume of each type of incident, the management team is to be alerted and appropriate action taken
To provide staff with an example of what could occur, how to respond to such events and how to avoid them, previous incidents are used in security and confidentiality training sessions.
 



6	Appendix A – Breach Reporting form
	[bookmark: _Toc205289487][bookmark: _Toc228205067]Wootton Vale Healthy Living Centre and Shortstown Surgery
[bookmark: _Toc205289488][bookmark: _Toc228205068]GDPR Data Breach Form

	[bookmark: _Toc205289489][bookmark: _Toc228205069]General information 

	[bookmark: _Toc205289490][bookmark: _Toc228205070]Register number – GDPR

	Reported by:  

	Date/time discovered:  


	[bookmark: _Toc205289491][bookmark: _Toc228205071]Incident details 

	Type of incident [tick a category]:    
· Confidentiality e.g. breach due to unauthorised access, potential breach due to lost record, etc; 


	Incident details, state the facts only, where it occurred; what information was involved; etc:


	Initial action(s) taken, what did you do, who will/have you reported to: 

Date reported: 


	Investigation and management

	

e.g. Information Governance Lead 
Richard Short – IG Lead & SIRO

	Date of commencement of investigation


	Investigations, findings, actions and recommendations:



	Post-incident reporting

	Incident and investigation outcome reported to [add any other relevant notes here, e.g. issue and outcome discussed at staff meeting]:



	Commissioning Practice
YES/NO

	
	Information Commissioner
YES/NO

	
	Practice Insurer
YES/NO

	
	Other (e.g. Patient, Police) 
[Insert details] 



	
7.	Approval
7.1	This policy has been approved by the undersigned and will be reviewed at least annually.  
	Name 
	 Richard Short

	Signature 
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	Approval Date 
	 26-Jun-26

	Review Date 
	 31-May-27
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