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Data Protection Officer - Job Description & Responsibilities

[bookmark: _Toc71709680][bookmark: _Hlk174099674]Data Protection Officer (DPO) - Job Spec and Responsibilities

The DPO shall be designated on the basis of professional qualities and:

· Expertise in national and UK GDPR, Data Protection laws and practices, and an in depth understanding of the GDPR

· Sufficient understanding of the processing operations carried out, as well as the information systems and data security and data protection needs of the organisation

· Demonstrable ability to fulfil his or her tasks.

The principal tasks of the DPO from the GDPR are:

· To provide advice to the organisation and its employees on compliance obligations.

· To advise on when data protection impact assessments are required and to monitor their performance.

· To monitor compliance with the GDPR and organisational policies, including staff awareness and provisions for training.

· To co-operate with and be the first point of contact for the Information Commissioner.

· To be the first point of contact within the organisation(s) for all data protection matters.

· To be available to be contacted directly by data subjects – the contact details of the data protection officer will be published in the organisation’s privacy notice.

· To consider information risk when performing the above.

· The data protection officer reports to [line manager], who will oversee the strategic direction and context of the work of the role.

· The data protection officer reports directly to the Board for the ICB in matters relating to data protection assurance and compliance.

· The data protection officer acts under contract to the BLMK ICB.



RESPONSIBILITIES

• To provide support, advice and assurance of compliance across The Vale Medical Practice.

• To maintain expert knowledge of data protection law and practices and how they apply to the business of the organisation(s).


• To be the first point of contact within the organisation(s) for all data protection matters.

· To support programmes of work from inception to ensure that data protection is addressed by default and in the design of new systems and information processes.

• To ensure that the team are deployed appropriately and that they are appropriately trained and maintain their expertise.

• To be available to be contacted directly by data subjects – the contact details of the data protection officer will be published in the organisation’s privacy notice.

• The data protection officer will ensure that appropriate confidentiality is maintained in the performance of his or her tasks.

• In performing his or her tasks as [other role] the data protection officer must ensure that DPO responsibilities are not influenced in any way and should a potential conflict of interest arise report this.

• To develop or advise senior management on the development and establishment of policies, procedures and other measures to ensure compliance with the GDPR, including but not limited to: - records of processing activities - data protection by design and default - data protection impact assessment - fair processing

• To monitor compliance with these measures and provide reports to the Board.

• To support programmes and initiatives that involve the development of new or innovative information processes on the need for data protection impact assessment

• To support and advise programmes and initiatives in conducting data protection impact assessments, and to assure the proposed mitigations

• To consult with the Information Commissioner’s Office (ICO) where proposed processing poses a high risk in the absence of proposed mitigations

• To ensure that [the data protection team] operates effectively in supporting these function

• To take account of the risks associated with processing in the performance of his or her tasks

• Provision of specialist advice to the organisation on compliance obligations

• Provision of advice to projects and business change initiatives on when data protection impact assessment is required

• Development of materials to support staff in conducting data protection impact assessment, and implementing

• To be the first point of contact for the ICO.

• To cooperate with the ICO in any matters relating to data protection compliance including provision of evidence of compliance, and in relation to breach management.
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